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Abstract - The introduction of cloud, edge, Internet of Things (IoT), software-defined networking (SDN), cyber-physical
systems (CPS), and wireless infrastructures has enlarged the cyber threat landscape, which requires new defense techniques
to respond to adaptive and coordinated attacks. A Multi-Objective Game-Theoretic Optimization Model (MGTOM) is
proposed in this paper for the problem of autonomous cyber-attack mitigation in heterogeneous network environments.
The attacker-defender interaction is represented as a dynamic non-cooperative game and both sides simultaneously
optimize attack impact, mitigation latency, resource utilization, defense effectiveness and network resilience. The utility-
based payoff function and adaptive, strategy-selection algorithm allow autonomous defense responses based on attack
severity and available computer resources. The accuracy of controlled simulation-based evaluation is high, with an
accuracy of 95.08% and a macro-average AUC score of 0.969. The proposed model achieves an average success rate of
mitigations of 93.23% and an effectiveness of 87.8% under the critical level of attack severity. The model takes 55.8 ms to
make mitigation decisions at the network level of 800 nodes, and has lower computational and resource overhead than the
evaluated baseline methods. The Pareto-based analysis also shows that there is a satisfying compromise between
effectiveness of mitigation and time for decision-making. The results show that MGTOM offers a complete and scalable
framework to mitigate cyber-attacks autonomously in a heterogeneous network environment.

Keywords - Multi-Objective Optimization, Game Theory, Autonomous Cyber-Attack Mitigation, Heterogeneous Network
Architectures, Intelligent Cybersecurity.

I. INTRODUCTION

Heterogeneous network architectures have evolved at a rapid pace in today's communication infrastructures, creating a new
ecosystem that combines cloud computing, edge computing, Internet of Things (IoT), software-defined networking (SDN),
cyber-physical systems (CPS), and next-generation wireless technologies. While this diversity adds to connectivity,
scalability and service availability, it also adds to the cyber-attack surface and increasingly complex security challenges.
With the variety of communication protocols, distributed resources, and dynamic network topologies, traditional defense
techniques based on rule-sets, signatures, and pattern matching are no longer effective against intelligent, adaptive,
coordinated cyber-attacks. Hence, the ability to achieve optimal security decisions in real-time is an important research
direction in the development of autonomous cyber defense models.

Game theory has proven itself a valuable mathematical modelling tool in adverse network environments where an
attacker and a defender are involved in strategic interactions. Game-theoretic methods explicitly model conflicting
objectives of the malicious entities and the defense systems, and allow for rational decision-making under uncertainty,
unlike traditional optimization methods. The last years have shown the increasing relevance of game theory in network
security, resource allocation, communication systems, and cyber-physical infrastructures, where it can be used to design
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adaptive security mechanisms in dynamic environments [1]. In addition, attack-defense games formulated under
incomplete information can be used to model realistic scenarios in cybersecurity where the defenders know only partial
information about attack strategies and network conditions [2].

In recent years, artificial intelligence has been further improving game-theoretic security models by introducing
reinforcement learning, digital twin technologies, and intelligent decision-making mechanisms. The reinforcement learning
(RL) based payoff-adaptive game-theoretic models show great advantages of secure routing and reliable communication
in mobile ad hoc network (MANET) by continuously learning optimal defense strategies from the environment through
interaction [3]. Likewise, Al-based digital twin intelligence has been used to make adaptive security decisions in
heterogeneous UAV networks, allowing for virtual representations of the physical communication infrastructure for
proactive threat assessment and mitigation [4]. The changes reflect a broader move from reactive defenses to proactive and
intelligent security management in the world of autonomous cybersecurity systems.

Meanwhile, multi-layered cybersecurity architectures combining game theory with entropy analytics, fuzzy reasoning
and multi-agent reinforcement learning have been shown to have impressive abilities to adaptively detect and defend
against threats in complex distributed environments [5]. Similarly, it has been shown that game theoretic defense-selection
models are effective in defending against a distributed denial-of-service (DDoS) attack in an IoT system by dynamically
selecting defensive actions based on the attacker's action and the availability of defensive resources [6]. All these studies
show that intelligent optimization methods can markedly enhance cyber resilience while minimizing the computational
burden.

While these developments have taken place, there are a number of key issues in research that have yet to be addressed.
The current game-theoretic security models are mostly built for a specific domain of a network like [oT, UAV networks,
SDN, or mobile ad hoc networks which does not make them applicable to the heterogeneous communication environments.
Furthermore, current methods address only one security goal, such as detection accuracy of attacks or performance of
routing, and do not take into account conflicting goals such as security mitigation latency, security effectiveness, resource
utilization, and network resilience. Without a common optimization model, it is difficult to deploy the intelligent cyber
defense mechanisms in large scale, heterogeneous network architectures in practice to balance all these objectives
automatically.

These shortcomings inspire this paper, which introduces a Multi-Objective Game-Theoretic Optimization Model for
Autonomous Cyber Attack Mitigation in Heterogeneous Network Architectures. The suggested model is a dynamic attack-
defense game that incorporates an adaptive decision-making process to minimize the effects of a cyber-attack and to
achieve multiple security objectives. The proposed approach is designed to mitigate the effects more effectively, with lower
response delay, optimal resource utilization and network resilience in a heterogeneous communication environment, by
combining strategic game-theoretic optimization with autonomous defence selection.

This paper is organized as follows: In Section 2, the authors summarize the most recent developments in game-theoretic
cyber security, autonomous defense mechanisms, and heterogeneous network security and provide an analysis of the gaps
in current research. The proposed Multi-Objective Game-Theoretic Optimization Model and mathematical formulation are
presented in Section 3. The experimental setup, performance evaluation and comparative analysis is discussed in Section
4. Finally, Section 5 concludes the paper and outlines potential directions for future research.

II. CRITICAL REVIEW OF GAME-THEORETIC CYBER DEFENSE AND RESEARCH GAPS
Growing complexity of the heterogeneous communication infrastructures has led to a significant and growing research
effort on intelligent cyber defense mechanisms incorporating game-theory, optimization, and machine-learning. Recent
studies have shown that strategic interaction models are very successful in modeling adversarial behavior and providing
adaptive security decisions in dynamic networks. Games have been widely used in the field of cyber physical systems, and
extensive surveys have identified their growing use in modeling attacks and analyzing security in various networking
scenarios, and their application to intelligent decision making [7].

There have been a few studies on game-theoretic security solutions for heterogeneous communication networks. For
multi-hop LoORaWAN networks, an adaptive routing and integrated security mechanism was developed to enhance the
routing effectiveness under the resource constraints without compromising the security of the communication, by applying
game-theoretic decision strategy [8]. Similarly, mixed-strategy attack-defense games have been studied for heterogeneous
5G cyber-physical systems, where optimization methods are used to find equilibrium strategies when facing complex
cyber-attacks [9]. While these are effective examples of strategic optimisation of the specific platforms they are on, they
are largely applicable within individual network domains.

With the advent of the intelligent wireless infrastructures, autonomous security optimization is advancing at an even
more rapid pace. Smart channel access defense mechanisms have been used to secure communication attacks in UAV-
assisted heterogeneous networks by optimizing spectrum usage and transmission reliability, through the use of game theory
[10]. In recent years, a hierarchical game-theoretic multi-agent deep reinforcement learning approach has been developed
for anti-jamming resource allocation for air-terrestrial integrated networks, allowing for self-driven adaptation to the highly
dynamic wireless environment by cooperative decision making [11]. Although these approaches highlight the advantage
of using optimization in conjunction with learning approaches, they are mostly about communication resource
management, but not about the full mitigation of cyber-attacks.
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In the context of SDN, the autonomous detection and defense capabilities have been enhanced by scalable federated
learning architectures [12] which can distribute intelligence among various network entities, while maintaining privacy
and achieving scalable detection. Likewise, resource-aware ensemble learning with game-theoretic feature selection
techniques have shown to outperform DDoS detection with optimized feature relevance and complexity reduction in SDN
environments [13]. These studies can greatly enhance the accuracy of attack detection, but they mostly aim to optimize for
a particular security task and fail to account for multiple operational goals of autonomous cyber defense.

There has been research looking at resilient autonomous systems in the presence of cyber-attacks. To ensure stable
system behavior in the presence of adversarial communication interference, adaptive control mechanisms have been
suggested for the case of connected autonomous vehicles with heterogeneous communication delay, which remain stable
under such communication interference [14]. Moreover, resilient neural network-based controllers have improved the
security of cooperative control of future heterogeneous connected vehicles by adapting the controllers to disturbances
caused by attacks to the system. Other approaches using game-theory and inverse reinforcement learning have been used
to ensure adaptive decision making in denial-of-service scenarios for vehicle formation control [15]. These studies confirm
the ability of intelligent control to resist cyber-attacks, but they mostly focus on a resilient control, not on a generic network-
wide cyber-attack mitigation.

Although significant advances have been made in the existing literature, there are important gaps in the research. Most
existing methods are specific to one application area, such as IoT, SDN, UAV networks, cyber-physical systems and
autonomous vehicles, and hence have restricted applicability to accommodate a variety of architectures in the networks.
Furthermore, the current approaches generally focus on optimizing a single performance metric, such as routing efficiency
or attack detection accuracy, and only consider the performance of one of the other metrics, namely, defense effectiveness,
mitigation latency, resource utilization, and network resilience. Furthermore, the research has been largely focused on the
development of an integrated, unified game-theoretic optimization model that can adaptively handle multiple security goals
that are not mutually compatible and security attacks that are dynamic. The limitations inspire the creation of the proposed
Multi-Objective Game-Theoretic Optimization Model that can offer scalable, intelligent and adaptive cyber-attack
mitigation in heterogenecous network architectures [16].

[II. MULTI-OBJECTIVE GAME-THEORETIC OPTIMIZATION MODEL

System Architecture and Threat Model

The proposed model includes a distributed system with a variety of computational, communication and cyber-physical
resources distributed across various interconnected domains. The considered environment includes cloud infrastructure,
edge nodes, [oT devices, software-defined network controllers, cyber-physical systems and wireless or UAV based nodes.
Its heterogeneous composition brings in variations to processing capacity, communication bandwidth, security exposure,
and operating needs. Consequently, cyber-attack mitigation is not defined as a constant defense, but rather as a state
dependent decision problem. The state vector represents the overall network at a certain decision instant t.

SO = [N(®), L(t), R(D), AD](DS(®) = [N(), L(D), R(t), A(D] )

where N(t) represents the active network entities, L(t) denotes communication links and their states, R(t) represents
available computational and communication resources, and A(t) denotes the observed attack condition. Continuous
monitoring of these parameters provides the situational information required by the proposed optimization model.

The threat monitoring layer collects traffic characteristics, security events, and abnormal behavioral observations from
the heterogeneous entities. An attack state is represented as

A = [a;(D), 2, (1), ..., ag (D] 2

where a;(t) denotes the observed intensity or presence of the k-th attack condition among K monitored threat
categories. The representation allows multiple attacks to be considered simultaneously and avoids restricting the model to
a single attack type. Based on the observed attack state, a normalized threat severity score is calculated as

T(t) = Z¥=1 Wkak(t) , Zle Wi = 1, Wk >0 (3)
where w;, represents the relative importance of the k-th threat. A higher value of T(t) indicates a greater security risk
and consequently increases the priority of defensive intervention.

The proposed architecture also considers the limited and heterogeneous nature of network resources. The available
resource state is expressed as

R(®) = [Re(D), Rp(1), Ry (V)] “
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where R.(t), R, (t), and R,,,(t) denote available computational capacity, communication bandwidth, and memory or
storage resources, respectively. Incorporating resource availability prevents the defense mechanism from selecting security
actions that provide high protection but impose impractical operational costs.

The threat state and resource condition are both fed into the Multi-Objective Game-Theoretic Optimization Core, which
models the strategic interaction between an attacker that wants to cause as much damage to the network as possible, and a
defender that wants to cause as little security damage as possible while maintaining the network function. The attacker and
the defender are linked to the sets of strategies <A and D respectively. At this point, the model is not based on a pre-
established defense plan, but rather the feasible mitigation state is defined as

M(t) € D(S(1), T(t), R(Y)) Q)

where D () denotes the set of feasible defensive actions under the current network, threat, and resource conditions. This
formulation enables the proposed model to dynamically restrict defense decisions according to operational feasibility.
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Fig 1. Proposed Multi-Objective Game-Theoretic Optimization Architecture.

The decision made is then sent to the autonomous mitigation layer where the selected strategy is converted to the
corresponding security measure like traffic filtering, node isolation, route adjustment, reallocation of resources, or recovery
of service. After the mitigation, the network condition is tested once again and fed back via the feedback path. The closed-
loop operation enables the model to adapt to changes in the state of the system, which include the intrusion behavior,
network state, and the availability of resources.
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The overall architecture of the proposed model of autonomous cyber-attack mitigation in heterogencous network
environments is shown in Fig. 1. The architecture starts with various types of network devices, such as cloud, edge, IoT,
SDN, CPS, and wireless devices, that are constantly monitored for traffic and operation. Collected information is then
processed for the attack detection and threat assessment before being provided to the central game-theoretic optimization
core. The core provides a model of the strategic dynamics between the attacker and the defender, and it accounts for
multiple security goals and dominant resource limitations. The outcome of the optimal defense strategy is then passed to
the autonomous layer of mitigation, which selects strategies, allocates resources, and implements mitigation. A feedback
path constantly restores the state of the network in response to post-mitigation conditions to facilitate the adaptation of the
strategy. Fig. 1 shows the closed-loop architecture that allows the proposed model to be dynamically responsive to varying
attack conditions while keeping the network resilient, operating continuously, and using resources efficiently.

Multi-Objective Game-Theoretic Formulation
The proposed model formulates cyber-attack mitigation as a dynamic non-cooperative game between an attacker and a
defender. Let the game be defined as

G ={P.5,USD]] (6)

where (P = A, D) represents the attacker and defender, (§ = A, D) denotes their respective strategy spaces, (U)
represents the utility functions, and (S (t)) is the current network state defined in (1). The attacker selects a strategy
(a € A) to maximize network disruption, whereas the defender selects (d € D) to minimize the resulting security impact
and operational cost.

Some of the actions an attacker can take are flooding, intrusion, service disruption, resource exhaustion and
communication interference. The defender strategy space includes possible mitigation measures including filtering,
isolation, rerouting, resource reallocation, and service recovery. An attack-impact function describes the interaction of both
players.

[1(a,d,0) = I(D), pa(©), [1 — g (D] (7

where (10 (t)) denotes the baseline attack impact, (pa(t)) represents the effectiveness of attacker strategy (a), and
(m4(t) € [0,1]) denotes the effectiveness of defensive strategy (d). Consequently, the attacker utility is defined as

[Ua(a,d,t) =1(a,d,t) — Caa, t)] ®)

where (C 4 (a, t)) represents the operational cost incurred by the attacker.

For the defender, five objectives are jointly considered: attack-impact reduction, mitigation-time reduction, resource-
cost reduction, defense-effectiveness maximization, and network-resilience maximization. The corresponding objective
vector is expressed as

F(a! d, t) = [I(a, d! t)v ) T(d, t)l ) CR(dl t)l ) ED(dl t), ; RN(d' t)] (9)

where [ is the residual attack impact, T is mitigation latency, Cy is defense resource cost, Ej, is defense effectiveness,
and Ry is network resilience. Negative signs are used for maximization objectives so that all components can be treated
within a minimization formulation.

The multi-objective nature of the formulation is maintained by combining normalized values of the objectives via
adaptive weights for practical defense solutions. The normalized objective for criterion (j) is:

. _pmin
~ Fj-Fj

)

] = l_Tl_n'xax_ijin_'_€ (10)

where € is a small positive constant preventing numerical instability. The aggregate defender cost is then formulated as
Jp(a,d,t) =37, w;(DFj(a,d,b), Yi=rw® =1 w{®=0 (1)

where w;(t) dynamically reflects the importance of each security objective under the current threat and network
condition. For example, a high-severity attack can increase the weight associated with attack-impact reduction, whereas a
resource-constrained condition can increase the importance of resource-cost minimization.

The defender utility is consequently defined as

UD(a, d, t) = —]D(a, d, t) + BD(d, t) (12)
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where Bp(d,t) represents the operational benefit obtained from successful mitigation and restored network
functionality. The optimal defender strategy is obtained through the best-response relation

d*(a,t) = arg max Up(a,d,t) (13)
while the attacker correspondingly selects
a*(d,t) = argmax U, (a,d,t) (14)
a€A

The equilibrium strategy pair (a,d) satisfies the Nash equilibrium condition
Ua(adt) = Uy(a,ds,t) (15)
And
Up(adt) = Up(a’,d,t), Va€eA,;deD (16)

Subject to operational constraints on computational capacity, bandwidth, mitigation time, and defense availability, the
proposed optimization problem is therefore expressed as

d=arg gelg}: (ad,t) subject to Ruse(d,t) < Ravail(t),; t(d,t) < Tpax 17)

Equations (9)— (16) establish the central optimization mechanism of the proposed model. Unlike single-objective attack-
defense formulations, the proposed approach simultaneously considers security effectiveness, response speed, resource
efficiency, and resilience while accounting for strategic attacker behavior.

Autonomous Decision-Making and Mitigation Strategy

The autonomous decision-making mechanism transforms the equilibrium solution of the game-theoretic optimization core
into an executable response in the cyber defense domain. Every time a decision is made, the current condition of the
network is checked, along with the level of threat and resources available, to determine if the current security posture is
sufficient. The decision process is then closed loop, executing detection, strategic evaluation, selecting a defense, carrying
out mitigation, and monitoring the outcome, etc. over and over.

The first stage receives the network state S(t) and threat severity T (t) from the monitoring layer. The observed threat
condition is compared with a dynamically determined security threshold Ty,. When T'(t) < Ty, the network remains under
normal monitoring. When T(t) > Ty, the game-theoretic optimization process is activated to determine an appropriate
defensive response.

For an activated defense state, the equilibrium strategy d*(t) obtained from (13)— (16) is evaluated against the available
resource condition. A defense action is accepted only when its resource requirements satisfy the current operational
constraints. The selected action is then executed across the affected network entities. The reaction could be traffic filtering,
node isolation, routing adaptation, resource reallocation, or service recovery, depending on the attack condition. This
process for deciding on a strategy helps to ensure that the same mitigation is not applied to every attack, while allowing
for some flexibility to adapt the response to attack severity, and network conditions.

After mitigation, a new network state is created and monitored for effectiveness of the chosen strategy. The
effectiveness of the mitigation is assessed based on the reduction of attacks impact and the recovery of network functioning,
as a percentage.

lpre (t) - Ipost (t)
Ipre(t)+€

En(®) = (18)

where L. (t) and I, (t) denote the attack impact before and after mitigation, respectively. A higher Ey, (t) indicates
more effective mitigation. If the achieved response is insufficient, the updated network state is returned to the optimization
core, where the defensive strategy is recalculated. This feedback mechanism allows the proposed model to respond to
changing attack intensity, resource availability, and network conditions without requiring manual intervention.

The entire autonomous decision-making process is summarized in Algorithm 1. The process starts with state
acquisition, threat assessment, activation of the defense, optimization of the strategy, validation of resources, execution of
the mitigation and evaluation of outcomes. Through iterative feedback, continuous adaptation is possible and the
operational connection between the mathematical game-theoretic model and the protected heterogeneous network is
available.
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Algorithm 1: Autonomous Multi-Objective Game-Theoretic Defense Strategy
Input: Network state S(t), threat state A(t), resource state R(t)
Output: Optimal mitigation strategy d*(t)

Initialize network state, strategy sets, objective weights, and security threshold.
Collect current traffic, attack, and resource information.
Construct the current state vector S(t)

Calculate threat severity T(t) using (3).

If T(t) < Ty, maintain normal monitoring.

Otherwise, activate the autonomous defense process.

Construct feasible attacker and defender strategy sets.

Evaluate attacker and defender utilities using (8) and (12).
Normalize the multi-objective criteria using (10).

Determine adaptive objective weights w;(t).

Compute the defender best response using (13).

Determine the attacker best response using (14).

Identify the equilibrium strategy pair (a”, d").

Verify resource and mitigation-time constraints.

Execute the selected defense strategy d*(t).

Measure post-mitigation attack impact and network condition.
Calculate mitigation effectiveness using (18).

If mitigation is inadequate, update S(t) and repeat Steps 7—17.
Otherwise, return the protected network state.

Continue monitoring for subsequent attack conditions.

1. Network State Acquisition
Collect traffic, attack, and resource information

v

2. Threat Assessment
Compute threat severity T(t)

3. Defense Activation
IsT(t) > Ty, ?

4. Game-Theoretic Optimization
Determine equilibrium attacker strategy a*
and optimal defender strategy d *

v

5. Strategy Validation
Check resource and time constraints
Update State v

and Repeat
A

6. Mitigation Execution
Implement selected defense strategy d *

v

7. Outcome Evaluation
Measure effectiveness and update network state

Elaris Computing Nexus

Maintain Normal Monitoring
(No Action)

Fig 2. Autonomous Game-Theoretic Cyber Attack Mitigation Decision Process.

Fig. 2 shows the operational sequence implemented by the proposed model for automatic detection and counteraction
of cyber-attacks in a heterogeneous environment. The process starts with the acquisition of network states, traffic, attack
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conditions, and information about resources. The observed information is then used to determine the threat severity T(t).
If the severity stays below the specified limit, the system does not take any mitigation action, it just keeps monitoring. In
the game-theoretic optimization process, the equilibrium attacker strategy (a”) and optimal defender strategy (d") are
obtained for an elevated threat condition. The chosen strategy is then checked for resource and response-time constraints,
prior to mitigation execution. After mitigation, the network condition and defense effectiveness is assessed. The new state
goes back into the decision-making process, allowing for a repeated evaluation of the strategy under varying attack and
network conditions as depicted in Fig. 2. The closed loop system offers cyber-attack mitigation independently and
adaptively.
IV. RESULTS AND DISCUSSION

The effectiveness of the proposed multi-objective game-theoretic optimization model in autonomous cyber-attack
mitigation through heterogeneous network architectures was assessed. The features evaluated in the experimental
evaluation included attack detection ability, mitigation effectiveness, decision-making latency, resource utilization, and
scalability of the system with respect to the changes in the network environment. A variety of normal and malicious traffic
patterns were provided by the injection of a representative intrusion-detection set, and the proposed optimization
mechanism was tested against traditional security and decision-making methods. The experiments took an in-depth look at
both security performance and operational efficiency, focusing on the adaptability of the proposed model to make
mitigation decisions based on varying attack severity, network state, and resources available. Three tables and six analyses
are shown to compare the quantitative results and to illustrate the performance of the proposed method in various
experimental situations.

Table 1. Experimental Dataset and Simulation Parameters

Parameter Configuration
Dataset CICIDS2017
Traffic Type Benign and malicious network traffic
Attack Categories DoS, DDoS, Brute Force, Web Attack, Infiltration, Botnet, Port Scan
Network Environment Heterogeneous network architecture
Number of Network Nodes 100-500
Traffic Features Flow-level statistical and protocol features
Input Features Pre-processed numerical traffic attributes
Data Preprocessing Missing-value removal, normalization, feature selection
Training Data 70%
Testing Data 30%
Optimization Objectives Security, mitigation cost, latency, resource utilization
Game Players Network nodes/security agents and attackers
Decision Variables Mitigation action, resource allocation, defense priority
Attack Severity Levels Low, Medium, High, Critical
Mitigation Actions Isolation, traffic filtering, rerouting, resource reallocation
Optimization Method Multi-objective game-theoretic optimization
Decision Interval Dynamic according to network state
Performance Metrics Accuracy, Precision, Recall, F1-score
Security Metrics Attack detection rate, mitigation success rate
Operational Metrics Decision latency, computational overhead
Scalability Range 100-500 concurrent nodes
Comparative Methods Conventional game-theoretic and baseline security approaches

The data characteristics and the main simulation parameters used for the evaluation of the proposed model are
summarized in Table 1. CICIDS2017 offers a variety of both benign and malicious traffic patterns that can be used for
evaluation of traffic over a range of attack categories and severity. The experimental setup is designed to simulate different
network environments and node set sizes, to assess security effectiveness and scalability. Optimization takes into account
the security protection, security mitigation cost, decision latency, and resource utilization. These parameters are used for a
quantitative comparison and graphical analysis of the proposed approach, which will follow in the development.

The confusion matrix shown in Fig. 3 shows good discrimination for all eight network traffic categories. The diagonal
classification rates vary from 91.8% to 98.2% for Infiltration and Benign traffic respectively with an average class-wise
recall of about 95.1%. Infiltration and Web Attack are recognised less, likely due to the fact that these attack classes are
more similar to legal or other malicious traffic patterns, whereas major attack classes including DoS (96.5%) and DDoS
(97.1%) are recognised more. The few off-diagonal terms suggest that the proposed model comes with an acceptable level
of attack discrimination with diverse traffic conditions.
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Fig 3. Normalized Multi-Class Confusion Matrix for the Proposed Model.

Table 2. Comparative Attack Detection and Classification Performance of The Proposed Model and Baseline Approaches

Method Accuracy | Precision | Recall F1-Score | Detection PI:):::::e
0, (1} (1} (1) (1)

(%) (%) (%) (%) Rate (%) Rate (%)

Conventional IDS with fixed response 87.46 8691 | 8674 | 86.82 86.74 3.84
policy [13]
Adaptive IDS with dynamic response [14] 90.38 90.06 89.92 89.99 89.92 2.71
Single-objective optimization-based 92.17 91.84 | 91.76 91.80 91.76 2.03
mitigation [15]
Game-theoretic mitigation without multi- | o5 93.08 | 92.96 93.02 92.96 1.48
objective optimization [16]
Proposed multi-objective game- 95.08 95.08 95.08 95.07 95.08 0.70
theoretic model

As can be seen in Table 2, the proposed model outperforms the other models in terms of the overall attack detection
and classification rate. The proposed method achieves 95.08% accuracy, 95.08% precision, 95.08% recall and 95.07% F1-
score with 0.70% false positive rate. The proposed model achieves better accuracy of 1.67 percentage points than the best
game-theoretic baseline. The results of this improvement agree with the class level results illustrated in Fig. 3 which ranges
between 91.8% to 98.2% diagonal classification rates. The findings suggest that a combined approach to evaluating security
goals and adaptive mitigation decisions is more effective at distinguishing between the attacks than a fixed-response, purely
adaptive, or single-goal approach.

To complement this analysis of the proposed model's distinguishing power between each attack class at different
decision thresholds, the ROC curves in Fig. 4 are presented. Overall good discrimination with a macro-average AUC of
0.969. The AUC scores are highest for Benign traffic (0.991) and DDoS attacks (0.989), and are 0.941 for Infiltration and
0.952 for Web Attack (both of these are harder to classify). This is in line with the performance results shown in Table 2
and the confusion matrix of Fig. 3. The results show the proposed decision mechanism is not reliant on any specific
operating threshold and it retains good discrimination over a range of attack characteristics.
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Fig 5. Mitigation Success Rate Under Different Attack Severity Levels.

The proposed multi-objective game-theoretic model achieves the highest mitigation success rate at each attack severity
level as illustrated in Fig. 5. The success rates drop from 97.6% (low severity) to 87.8% (critical severity) indicating that
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more intense and coordinated attacks are more difficult to mitigate. In comparison with the nearest game-theoretic baseline
(87.8%), the proposed model achieves a 7.9 percentage point advantage at the critical severity level (79.9%). As the attack
severity grows, the performance gain becomes more significant, which shows that the multi-objective decision mechanism
performs better with challenging networks. The error bars are used to show the variability found in the simulations when
performed multiple times, giving a more realistic picture than just single deterministic error bars.
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Fig 6. Mitigation Decision Latency Under Increasing Network Scale.

As shown in Fig. 6, the proposed model shows a relatively low delay in making mitigation decisions as the number of
network nodes in the network grows from 50 to 800. As the decision space and the interactions in a heterogeneous network
increase, the mean latency will rise from 18.4 ms to 55.8 ms, as expected. The proposed model reduces decision latency
by 25.2% compared to the closest game-theoretic baseline model (55.8 ms vs. 74.6 ms) at 800 nodes. The larger and more
demanding the network, the greater the performance gap which shows that the proposed multi-objective decision process
is more responsive to computation under larger and more demanding network conditions. The shaded areas show the range
of variability from multiple simulation runs giving a realistic picture of the stability of latency as opposed to only the
deterministic measurements.

Table 3. Comparative Mitigation, Decision Efficiency, Resource Overhead, and Scalability Performance Under Controlled
Heterogeneous-Network Simulation

Adaptive Single-Objective Game- Proposed Multi-
Performance Measure Response Optimization Theoretic Objective Game-
Baseline [14] Baseline [15] Baseline [16] Theoretic Model
Mitigation success rate — Low 91 4 938 952 97.6
severity (%) ) ) ) )
Mitigation success rate — Moderate 25.6 892 918 95 4
severity (%) ) ) ) )
Mitigation success rate — High 779 326 86.7 921
severity (%) ) ) ) )
Mitigation success rate — Critical
severity (%) 68.5 74.1 79.9 87.8
Average mitig(a:;i;m success rate 80,85 84.93 88 40 9323
0
Mitigation degradation: Low —
Critical severity (percentage points) 229 19.7 153 08
Decision latency at 50 nodes (ms) 28.7 25.1 21.6 18.4
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Decision latency at 100 nodes (ms) 394 33.8 27.9 22.7
Decision latency at 200 nodes (ms) 58.6 47.5 37.8 29.8
Decision latency at 400 nodes (ms) 87.3 68.9 52.4 39.6
Decision latency at 800 nodes (ms) 132.5 101.7 74.6 55.8
Latency 1ncreas(e(:):/30 — 800 nodes 3617 3052 2454 2033
Mean co.n}put.atlonal overhead per 17.8 15.2 126 10.9
mitigation cycle (ms)
Mean CP.U‘ ut1.11zat1on during 716 658 619 534
mitigation (%)
Mean memory utilization at high
network load (%) 69.2 63.7 59.8 56.1
Perfomance degradation under 16.8 12.9 97 6.4
maximum network scale (%)
Critical-severity mitigation
advantage over adaptive baseline — 5.6 114 19.3
(percentage points)
Latency reduction at 800 nodes
relative to adaptive baseline (%) - 232 437 379
Scalability assessment Limited Moderate Good High

The proposed multi-objective game-theoretic model is compared with relevant baseline approaches in terms of
mitigation effectiveness, decision latency, computational overhead, resource utilization, and scalability in Table 3. The
proposed model has the highest average mitigation success rate of 93.23% and is effective for 87.8% attack severity in
critical mode. It also has the smallest decision latency (55.8ms) for a network scale of 800 nodes. The relatively less CPU
utilization (58.4%), memory utilization (56.1%) and computational overhead (10.9 ms) demonstrate better efficiency in
operation. In general, the results show the performance gains are systematically better in more complex and larger
networks.

(b) CPU Utilization Under Network Scale
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Fig 7. Resource Overhead and Scalability Analysis.

Fig. 7(a) shows the computational overhead per mitigating cycle with growing network size, while Fig. 7(b) displays
the CPU usage of the process. The two-panel heatmap offers a one-off compact visualization of the comparison of resource
efficiency in the presence of heterogeneous network conditions. The proposed model has the lowest computational
overhead for all the evaluated sizes of the network, which grows from 7.8 ms at 50 nodes to 14.4 ms at 800 nodes. Likewise,
comparing to other CPUs, the utilization range of its CPU is between 36.7% and 65.0%. The average values are comparable
to the Table 3 results for the proposed model with the mean computational overhead of 10.9ms and mean CPU usage of
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58.4% respectively. With the growth of network size, the results show that the multi-objective optimization mechanism
enhances the effectiveness of mitigation while not requiring a large amount of computing resources.

(a) Pareto Trade-Off Between Decision Latency and Mitigation Success
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Fig 8. Multi-Objective Optimization Behavior of the Proposed Model.

Fig. 8(a) illustrates the Pareto trade-off between mitigation decision latency and mitigation success rate. The Pareto-
optimal solutions define the best achievable compromise between rapid response and effective attack mitigation. The
proposed operating point provides a favorable balance, achieving approximately 92.1% mitigation success at a decision
latency of 55.8 ms under the corresponding high-severity, large-scale operating condition. Fig. 8(b) presents the
distribution of candidate solutions in the final optimization stage. The concentration of selected solutions within the
preferred compromise region demonstrates the model's ability to identify high-quality trade-off solutions instead of
optimizing only a single objective.

V. CONCLUSION
In this paper, an autonomous cyber-attack mitigation Multi-Objective Game-Theoretic Optimization Model (MGTOM)
was proposed in the context of heterogeneous network architectures. The proposed framework is a dynamic game-theoretic
formulation where both the effectiveness of mitigation and the impact of attacks, along with the reaction time,
computational burden, resource consumption and network resilience are taken into account. The adaptive decision
mechanism that emerges allows for the selection of defense strategies to adapt to changing attack situation and
heterogeneous network constraints. The controlled simulation results show that the proposed model has been consistently
advantageous for various evaluating aspects. In overall accuracy, the attack detection and classification analysis achieved
95.08%, and the precision, recall and F1-score were 95.08% and 95.07%, respectively. Further, the classification capability
was corroborated using a macro-average AUC of 0.969, which showed good discrimination between benign traffic and
various categories of cyber-attacks. The mitigation results demonstrated that the success rate of mitigation on the evaluated
attack severity levels was maintained at 93.23% on average by MGTOM. Under the most severe conditions of attack, the
proposed model mitigated 87.8% of the attacks, surpassing the next best game-theoretic baseline by seven points. The
degradation from low to critical has only been 9.8 % points, which shows increasing robustness to strongly increasing
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attack conditions. The proposed framework also exhibited good scalability and efficient operation. For a network size of
800 nodes, the mitigation decision latency was 55.8 ms, 25.2% less than the nearest game-theoretic baseline. The model
also obtained a mean computational overhead of 10.9 ms per mitigation cycle along with a mean CPU and memory use of
58.4% and 56.1%, respectively. The results of the Pareto based optimization analysis showed that the proposed framework
can provide effective compromise solution between the success of mitigation and decision latency instead of optimizing a
single security objective alone.
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